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Chapter 1 Software introduction

1.1 Brief introduction

Software is a UPS monitoring software, that can support to monitor the status of local
UPS and remote UPS in the LAN or WAN. User can monitor and configure the UPS on any
computer in the LAN or WAN.

The software monitors the real-time status of UPS at all times, when status of UPS is
abnormal, software will give warning information to user, protect the key equipment and shut
down the system of the computer when needed.

The software can protect computer systems from being shut down abnormally when
power fails. With the software, a UPS can provide security protection for more than one
computer at the same time, including shutting down system in security, saving application
data and shut down the output of the UPS when power fails.

1.2 Software structure

There are three components of the software: Agent, Monitor and Tray Icon.

Please refer to the following figure 1.2.1 to comprehend the relationship of the three
components.

UPS

Figure 1.2.1

Agent is the key component of the software, running as a system service on background.
Agent communicates with UPS, logs the event of UPS, notifies user when the UPS is
abnormal, takes some actions according to the user configuration and shuts down the
system of computer when necessary. User can configure Agent by Monitor.

Monitor is the user interface of the software. User can get real-time status of UPS,
configure the parameters of UPS and set shutdown parameters by monitor.

Tray Icon, shown on the taskbar of Windows system, is the management tool of the
software. Start software from “start” menu of system or login in system when restart system
after installing software, if the software runs normally, a green icon will be shown on the
taskbar of Windows system.

A The Tray Icon exists on Windows only.
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There are two different statuses of Tray Icon to display the current status of Agent. Refer
to the following figure 1.2.3.

| B 10492M Agent stop
| V1048 AM Agent is running

Figure 1.2.2

1.3 Application
1.3.1 Application on individual computer
Refer to figurel.3.1

Software UPS

Power Supply Cable

Communication Cable
Figure 1.3.1

1.3.2 Application in the LAN/WAN/Internet
Refer to figure 1.3.2

Software UPS

Software UPS

. Router

Software UPS Software UPS

Software UPS

Network

Power Supply Cable M Hub
Communication Cable .

Network Cable
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Figure 1.3.2

1.4 The functions and advantages

1. Once the software starts, it will never stop running to protect the key equipment in 24

hours every day.

2. You can have a detailed view about the parameters and status of UPS, such as utility

power, UPS type, the load, and battery information.

3. Software can automatically search and monitor the UPSs in LAN when start the

software at the first time.

4. Software can monitor the UPSs in the internet.

5. With security protect function. The software administrator password can be set to
prevent others from sabotaging. Only the software administrator has the right of full
access, other users only have the right of view.

6. With the function of data auto protection, it can close most of the running applications
and save the related files.

7. With the function of turning on and off the UPS on scheduled time, software also can

shut down computer safely before turning off the output of UPS.

8. With the function of battery self-test on scheduled time, it can check the health of UPS
system

9. With the function of shutting down computer in LAN or WAN, it can shut down
computer safely before turning off the output of UPS.

10. Software can log data and event. It is very convenient for user to learn detalil
information about UPS.

11. There are two kinds of notification method to let user learn the status of UPS as
soon as possible.

11.1 SMS
11.2 E-mail

12. The SNMP centralized monitoring function of software can monitor the status of UPS

with SNMP card located in different regions.
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Chapter 2 Software installation & uninstall

2.1 Software running environment
2.1.1 System requirement
1. 256MB hard disk space at least.
2. TCP/IP protocol must be installed to support network management.
3. For local connection, an available communication port (RS-232 Serial Port or USB
port) is needed to connect UPS with a communication cable.
Note: the OS should support JDK 1.8 at least, or the software won’t work normally.
2.1.2 Operating system supported
Windows server 2000
Windows server 2003
Windows server 2008
Windows 2008 server core
Hyper-V server 2008
Windows XP
Windows vista
Windows 7
Windows 8
Windows 10
Windows SBS 2011
Windows server 2012,2016,2019
Hyper-V server 2012,2016,2019
Linux
Unix
Mac OS X
VMware ESX 3.5, 4.0, 4.1 (paid version)
VMware ESXi 4.0, 4.1, 5.0,5.1, 5.5, 6.0, 6.5, 6.7,7.0(paid version)
XenServer 5.5, 6.2, 6.5,7.2

2.2 Software installation

A Software installation must be run with administrator of system.

A When installing software on Windows 2008/Windows Vista/Windows
7/Windows 8/Windows 10/Windows 2012, user should right click the “setup” icon, and
select the menu “Run as administrator”, there will be a dialog “user account control”
pop-up, user should select “allow” button to continue installation.

2.2.1 Windows

On Windows, Enter \Windows, double click setup.exe to start the installation, there will be
installation interface shown. Please refer to figure 2.2.1.1.



Y1/ inpowet

‘m Winpower — =R X

Introduction

A Introduction InstallAmawehere will guide you through the installation of Winpower.
B Choose Install Fol e
Itis stronaly recommended that vou quit all programs before
B Choose Shorcut Folder o ) o )
continuing with this installation.
B Fre-Installation Summary
B (nstalling... Click the Mext' hutton to proceed to the next screen. Ifyou want to
® Install Complete change something on a previous screen, click the 'Previous' button.
You may cancel this installation at any time by clicking the 'Cancel’ N
hutton.
i

InstallAmyawhere by Macrovision

Cancel Erevious

Figure 2.2.1.1
When the installation program is completed, click “Done”. Refer to the following figure 2.2.1.

'm Winpower I. = &J

Install Complete

™ Introduction Congratulations! Winpower has heen successfully installed to:
™ Choose Install Folder
CAProgram Files a6 MonitorSoftware
™ Choose Shortcut Folder
" Pre-Installation Summary Press "Done" to finish the installation.
™ Installing...

™ Install Complete

InstallAnynwhere by Macrovision

Cancel Erevious

Figure 2.2.1.2

N
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2.2.2 Linux

On Linux, copy Linux and InstallerData file, or copy LinuxAMD64 and InstallerData
file, enter Linux or LinuxAMD®64 file to start installation, the installation interfaces are
same as section 2.2.1.

The command ./setup.bin is for GUI mode, the command ./setup_console.bin is for
CUI mode.

Please note: Linux is for i386/i586/i686 Linux system, LinuxAMDG64 is for
x86_x64 Linux system.

2.2.3 Mac

On Mac OS, for Mac 10.6 or earlier OS, please enter \MacOSX file, double click the
setup.zip to start the installation. For Mac 10.7 and later OS, please enter
\MacOSX10.7andLater file, double click .mpkg file to start the installation.

2.2.4 Other OS

Copy other OS installation file and InstallerData file, enter OS file, and
execute ./setup.bin for GUI mode or setup_console.bin for console mode.

For example, on Unix OS, copy GenericUnix file and InstallerData file, Enter
GenericUnix file, execute ./setup.bin for GUI mode or setup_console.bin for CUI mode to
start the installation.

2.3 Start software
2.3.1 Windows
Run software from Start\All Program\Winpower will start the Tray and Agent. Please

refer to figure 2.3.1.1.
, Trend Micro
, Trend Micro OfficeScan Client
. UPS Upgrade Software
; UP%-Pazsword
) VideolLAM

| Winpower

m

i Uninstall Winpower
wt Winpower b

41 Back

Flgure 2.3. l 1
There will be a green icon shown on the task bar after software starts. That means
the agent is running normally. Please refer to figure 2.3.1.2.

Start Agent
Stop Agent
Start Monitor

Figure 2.3.1.2
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“Start Agent” is to start agent; “Stop Agent” is to stop agent; “Start Monitor” is to start
management interface; “Exit” is to exit agent service.

A For the version after 5.8.0.0(including 5.8.0.0), you just need to restart the
Winpower from “Start” menu after Winpower agent exit.

A For the version prior to 5.8.0.0, On Windows 2008, Windows Vista, Windows 7,
Windows 8, Windows 10 and Windows 2012, once you click “Exit”, the agent will exit,
if you wants to start software again, you should restart computer, or act as an
administrator to start the service “UPSmonitor” in the task manager and then start

software from “start” menu, the green icon will be shown on the task bar.
& Services . T—— T S— . . W e P W v . —

File Action View Help

=2 | EEc= HE > e 0w

’,_3 Services (Local) ::3} Services (Local)
UPSmonitor Name Description Status Startup Type Log On As
< N i £ UPnP Device Host  Allows UPn.., Manual Local Service
top the service = = = " -
Restart the service UPbmunul . . Started Automatic Local System
i User Profile Service  This service ... Started Automatic Local System
L Virtual Disk Provides m... Manual Local System
S VMware USB Arbit... Arbitration ... Automatic Local System
L VMware vCenter .. VMwarevC..,  Started Autematic Local System
i VMware vCenter .. VMwarevC...  Started Autematic Local System
SiVMware vCenter ... VMwarevC...  Started Automatic Local System
Figure 2.3.1.3
2.3.2 Mac OS

The default installation path is /opt/MonitorSoftware, enter the installation path and then
input the command: sudo ./agent start to start agent, input the command:
sudo ./monitor to start software management interface.

2.3.3 Other OS

The default installation path is /opt/MonitorSoftware, enter the installation path and then
input the command:./agent start to start agent, input the command: ./monitor to start
software management interface.

2.4 Software uninstallation
A Software management interface should be closed and the agent should be
exited, or else software can’t be uninstalled totally.

2.4.1 Windows
Close software management interface, exit software agent from “Exit” menu referring
to in figure 2.3.1.2, and then uninstall software from “start” menu, please refer to figure
24.1.1.
Please note: user also can uninstall software from “add or remove programs”
component.
A On Windows 2008, Windows Vista, Windows 7, Windows 8 and Windows
2012, user should act as administrator when uninstalling software, select
“Run as administrator” from the pop-up menu. If there is “user account
control” dialog shown, please select “allow”.
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. Trend Micro OfficeScan Client i
. UPS Upgrade Software
, UP5-Password
, VideoLAM
. Winpower
W} Uninstall Winpower
5 Winpower -

m

Figure 2.4.1.1

Uninstallation interface, please refer to figure 2.4.1.2.
“® Uninstall Winpower

Uninstall Winpower

Aboutto uninstall...

B Uninstalling...
. Winpower
B UninstallComplete
This will rermove features installed by InstallAmawhere, [twill not
rermave files and falders created after the installation.

InstallAnywhere by Macravision
erevous | [ Uninstal |

—

Figure 2.4.1.2
When uninstallation is finished, there will be an interface shown as figure 2.4.1.3.
Please click “Done” to finish software uninstallation.
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“® Uninstall Winpower - . - El_l-g_hJ

Uninstall Complete

™ Introduction. All items were successfully uninstalled,

™~ Uninstalling...

™ Uninstall Complete \

Installamawhere by Macrovision

Cancel Previous

Figure 2.4.1.3

2.4.2 Mac OS

Close software management interface, enter software installation file, input command:
sudo ./agent stop to stop software agent, and then input command: sudo ./Uninstall to
uninstall software.

2.4.3 Other OS

Close software management interface, enter software installation file, input
command:./agent stop to stop software agent, and then input command:./Uninstall to
uninstall software.
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Chapter 3 Main functions introduction
3.1 Software management
3.1.1 Be software administrator and modify password

A If the user wants to configure software setting, user should be administrator
of the software first. The default right is read-only, can’t configure settings.

Be software administrator: select the agent name (computer name) in the tree view of
software interface, and click the “Act as Administrator” item of “System” menu, there will
be a dialog shown, please refer to figure 3.1.1.1. Input password and click “OK” button.
If the password is not correct, there will be message to inform user; if the password is

correct, user can act as administrator of software, and can configure software settings.
Administrator rz|

Password: || |

[ oK(o) ]| | Cancelic) ]|

Figure 3.1.1.1
There is no default password, when user acts as administrator of software, user can
change password, click “Modify Administrator Password” item of “System” menu, there
will be a dialog shown, please refer to figure 3.1.1.2. Input new password and double
check, and click “OK” button. User should input new password to act as administrator
next time. User can modify the password by remote agent.

Mew Password: | |

Confirm Password: | |

Figure 3.1.1.2

3.1.2 The communication port setting

Click “COM Port Setting” item of “System” menu to open the setting dialog.

For the Windows OS, all the Serial ports will show in the “Communication Port
Setting” as below image. Please choose your serial ports connected to the UPS.

The software will search the first 4 ports as default if no serial ports are chosen.
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Communication Port Settings

Please selectthe serial ports connected with devices

=3

Mote: Up to 4 pors can be selected. If none is selected, the first 4 par

ts will be searched.

J

[ 0K Cancel

For example:

[ |com

[ |coma3

F1 |coms [ Add |
[ |comto [ Remove ||
[ |comia

UPS connect to the COM13 and COM15, COM13 and COM15 aren’t included in the

first four serial ports.

Please choose COM13 and COM15 in the “Communication Port Setting” firstly, then

click “Auto Search Device” to search the devices.
System Logs Device Tools Monitor SWMP Preference Language Help

Ok Y=g 1C)

E-##® Roaot Normal

18:04

- 8 liih-PC
=7 COM13
oL oneLn

4 COM15
LINE-IMN

Model: LINE-INT  Com Part: COM15

98 jones-PC
8 santak-PC
£ 8 LIACNWHPT
110 linux-1628
98 jones-PC

£ 8 LIACNWHPT
#-113 localhost
ady WAN

[z snmP

- & VMotion

+ =
l.l.

Battery voltage |4D.8V

Time remaining I?h39m465

Inverter

Communication Port Settings

2323V

|49.9HZ

LOAD

Please selectthe serial ports connected with devices
COM1
COM3
COM8
COMa
COM13
COM15

.
]

E"ooom

A For Linux and Unix OS, you should add the other serial ports manually.

please refer to 3.1.2.
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Communication Port Settings

x]

COM Port List
[dew ity
Iden byl
[ aam
(Removei®)
| [ CancellCh ]|
Figure 3.1.2

3.2 Searching Device automatically

User should click “Auto Search Device” item of “System” menu to search for new UPS,
and set up communication between software and UPS. Software can search for all the UPS

connecting to the communication ports.

Right-Click the agent, User can get the inventory from the device including Location, IP
address, Model, device status, Link(only for SNMP device), serial number.

| &| Winpower Manager 5.4.0.0 - LIACNWHP6031874 — - =NNCN X
System Logs Device Tools Monitor SNMP Preference Language Help
Lacation IP addrass Alias hadel Status - Laoad Link Setial #
1|LAN-=LIACNWHP... 172.18.14026 — 3C3-20KVA MNormal 10% Ni& - 1231231231 =
| |
Figure 3.2

3.3 The monitoring with local agent
3.3.1 Communication mode
3.3.1.1 COM port communication
Software communicates with UPS via COM port.

The requirement: there should be RS232 hardware port or RS232 virtual port in

computer, RS232 communication cable, UPS with RS232 port.
A Software can communicate with 4 UPS via RS232 port at most at the same

time.
3.3.1.2 USB communication
Software communicates with UPS via USB port.

The requirement: there should be USB hardware port in computer, USB

communication cable, UPS with USB port.

A Software can communicate with 32 UPS via USB port at most at the same

time.

3.3.2 Device status view

Select UPS node, then the UPS flow chart and UPS parameters will be shown,

please refer to figure 3.3.2
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- ¥ ™
[ Winpower Manager 5.10.1 - LIACNWIIP7506542 N — [E=EER

System Logs Device Tools Monitor SNMP Preference Language Help

OET8: B@

MNormal 14:03
hodel: LIME-INT ~ Com Port: USE

g
- 8 BAOCNWHP)
WAN

SNMP

226.0

SEE— ISD.SHZ )
DCLETETR] ILERRRRRLNNEl | OAD

g‘
E

Charger LLX

Battery voltage I13.6V
|25.D“C IS%
LIPS Temp. Load
4 I 2
Figure 3.3.2

3.3.3 Device control parameters setting

Select UPS node, click “Device control parameters” item of “Device” menu to
configure UPS control parameters. The content of “UPS control parameters” depends on
UPS type. Different UPS type has different UPS control parameters. Most UPS support
parameter setting, but some UPS can’t support parameter setting. When you select UPS
node, and then find “UPS control parameters” item is grey, that means the UPS don’t
support parameter setting.

A Please refer to UPS user manual to learn how to configure UPS control
parameters

The control parameters dialog of some UPS, such as figure 3.3.3.

-

-
Device Control Parameters ﬁ

Audible Warning

[7] Change Battery Mode Audible Warning(Alarm/Silent}

o

Figure 3.3.3

3.3.4 UPS shutdown control

When UPS is abnormal, software will shut down UPS output. There are five
conditions, no matter which one condition met, software will send shutdown command to
UPS.
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Condition 1: When the battery backup time is exhausted after AC fail, software will
send shutdown command to UPS.

Condition 2: When UPS battery low, software will send shutdown command to UPS.

Condition 3: When UPS battery capacity is at the setting value or lower, software will
send shutdown command to UPS.

Condition 4: When UPS battery remaining time is below the setting value, software
will send shutdown command to UPS.

Condition 5: Schedule shutdown UPS output on specific time or weekly.

Condition 1, 2, 3 and 4 should be set on “Shutdown Setting” dialog, please refer to
3.3.4.1. Open “Shutdown Setting” dialog by clicking “Shutdown Parameter” item of
“Device” menu.
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Shutdown Settings >
Shutdown Options
LSB w || LINE-INT_000000000 e
Allow battery to discharge for 10 : min
Begin Shutdown Immediately when Battery is Low
Begin Shutdown when UPS Battery is at | 40 ~ | bg Capacity or lower
Shut down when remaining battery time is below 2 : rrin
System (® Shut down i) Hibernate [ Multi-UPS input
Shut down UPS
Time needed for system shutdown 2 : rmin
Powered by
[] Accept Remote Shutdown signal frem other Agent Add
0 min shutdown system Remove |
[] Run Command File before Shutdown Browse.. |
Shutdown File Max Execution Time 1 rmin
Run Mode (® Service () Mon-Service
[] shutdown remote Linux/UnixMNAS by SSH before Shutdown 55H Configure |
[] shutdown ESXi hosts and WMs before Shutdown ESXi Configure |
Shutdown Remote Agents
Shutdown Conditions Agent is shutdown Add
L Modiy |
Remaove
Shutdown Alarm Parameters
Shutdown Alarm Interval 1 : mmin
Scheduled Shutdown Countdown warning 10 : min
Ok Cancel
Figure 3.3.4.1

When the battery back-up time is exhausted after AC fail, software will send
shutdown command to UPS.

Select the checkbox of “Allow battery to discharge for” and set the backup time
according to UPS load. The default value of battery backup time is 10 minutes.

When AC fails, software will inform user the input of UPS is abnormal and how long
time UPS output will be shut down. When the backup time is exhausted, software will
send shutdown command to UPS. When the system shutdown need time is exhausted,
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UPS output will shut down. The default value of system shutdown need time is 2
minutes. So UPS battery should have the ability to supply power to key device for the
time, the value of the time should be longer than the value of battery backup time added
the value of system shutdown need time.

When UPS battery low, software will send shutdown command to UPS.

Select the checkbox of “Begin shutdown immediately when battery is low”, when AC
fails, software will inform user the input of UPS is abnormal and send shutdown
command to UPS.

When UPS battery capacity is at the setting value or lower, software will send
shutdown command to UPS.

Select the checkbox of “Begin shutdown when UPS battery is at 40% capacity or
lower”, when AC fails, software will inform user the input of UPS is abnormal, when UPS
battery is 40% or lower, software will send shutdown command to UPS.

When UPS battery remaining time is below the setting value, software will send
shutdown command to UPS.

Select the checkbox of “Shut down when remaining battery time is below 2 min”,
when AC fails, software will inform user the input of UPS is abnormal, when UPS battery
remaining time is below the setting value, software will send shutdown command to UPS.

Condition 5 should be set on “UPS on/off Manager” dialog, please refer to figure

3.3.4.2. “UPS on/off Manager” dialog can be opened by clicking “UPS on/off Schedule”
item of “Device” menu.

| Sepkember 01z :
Sun Man Tue Wed Thu Fri Sat
1
2 3 4 5 f 7 2
a 10 11 12 13 14 15 Symbol
16 17 18 19 20 21 22 & UPS Pawer OFF
23 24 25 26 27 28 29 & UPS Power On
30 & UPS Test
Task Lisk
Type Date Start Time Cperate Delay Time Cperated UPS
| Add UPS OROFFU) ]| ( ModiFy (M ]| | Remove(R) ]|
Figure 3.3.4.2

Schedule shutdown and restart UPS output on specific time or weekly
User can set schedule shutdown task on “UPS OnOff Manger” dialog: UPS shutdown
on the specific time and UPS shutdown weekly. The time UPS shutdown can last for
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time range from 1 to 9999 seconds. That means the time from UPS output shutdown to
output restart can be set from 1 to 9999 seconds.

The shutdown task list and the calendar are shown on the dialog. On the calendar,
the red point is schedule shutdown task; the green is schedule restart task; the blue
point is schedule battery self-test task. User can add schedule shutdown task by “Add
UPS OnOff” button, and modify or remove schedule shutdown task by “Modify” or
“Remove” button.

A The time of new task can’t be same as the task that has been added.

When schedule task has been added, software will pop up warning dialog to remind
user that UPS will be shut down. The shutdown warning dialog will pop up at the time
interval, the warning time interval and the time begin to count down can be set in the
“Shutdown Setting” dialog. Please refer to figure 3.3.4.1.

The schedule shutdown task can be shown on “View Schedule” dialog. The dialog
can be opened by “View Schedule” item of “Device” menu. Please refer to figure 3.3.4.3.

View Schedule B3
[September 2012 =
Sun Maon Tue Wed Thu Fri Sak |
1
2 3 4 5 ] 7 g
9 0| 1 12 13 | 14 | 15 Symbol

-
la 17 12 19 20 A n .
a3 24 25 26 2 28 a0

# UPS Power Cff

# UPS Power On
30 # UPS Test
Task Lisk
Type Date Skart Time Cperate Delay Time Cperated UPS
Once 201zj09/z2 14:42:57 Shut aff LIPS 7SMins 1K in LISE

Figure 3.3.4.3

3.3.5 Battery control parameter setting

Select UPS node, click “UPS Battery Parameters” item of “Device” menu to configure
battery control parameters. The content of “UPS battery parameters” depends on UPS
type. Different UPS type has different battery control parameters. Most UPS support
parameter setting, but some UPS can’t support parameter setting. When you select UPS
node, and then find “UPS Battery Parameters” item is grey, that means the UPS don’t
support parameter setting.

A Please refer to UPS user manual to learn how to configure battery control
parameters
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The battery control parameters dialog of some UPS, such as figure 3.3.5.

LIPS Battery Control Parameters

The Mumber OF Batkery Groups 1

The Cwecle OF Auka Discharge a0 Day

Figure 3.3.5

3.3.6 Battery self-test
UPS battery should be in good status to supply power to key device when AC fails.
So battery self-test function is very important to check battery status.
Battery self-test includes battery self-test immediately and schedule battery self-test.
Battery self-test type:
a. Battery self-test for 10 seconds
b. Battery self-test until battery low
c. Battery self-test for N minutes, the range of N is from 1 to 99, default value of N
is 10 minutes.
Battery self-test immediately
Open “Battery Self-Test Now” dialog by the “Battery Self-Test Now” item of “Device”
menu, select self-test type and battery test will begin. Please refer to figure 3.3.6.1.
If UPS doesn’t support the battery self-test type, the battery self-test type will be grey.
User only can select other self-test type that UPS support.

UPS Self-Test Immediately X

() Self-Test until battery low

) self-Test 10 | Mins
[ Ok ]| [ Cancel(C) ]|
Figure 3.3.6.1

Schedule battery self-test
Open “UPS Test Manger” dialog by the “Battery Self-Test Schedule” item of “Device”
menu. Please refer to figure 3.3.6.2.
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LIPS Test Manager

x]

2012 =
Sun ran Tue Whed Thu Fri Sat
1

2 3 4 ] f T 2

a 10 11 12 13 14 15 Syrmbal

16 17 18 19 20 21 22 & UPS Power OFF

23 24 25 26 27 28 29 & UPS Pawer On

30 ® UPS Test

Task Lisk

Type Date Skart Time Cperate Delay Time Cperated UPS

[ add Test(a) ]| [ Modivi) ]| [ Removel®) ]|

Figure 3.3.6.2

User can set battery self-test task on “UPS Test Manger” dialog: UPS battery self-
test on the specific time and UPS battery self-test monthly. There are three battery self-
test types selected: self-test for 10 seconds, self-test until battery low, self-test for N
minutes.

The battery self-test task list and the calendar are shown on the dialog. On the
calendar, the blue point is schedule battery self-test task. User can add schedule battery
self-test task by “Add Test” button, modify or remove battery self-test task by “Modify” or
“Remove” button.

The schedule battery self-test task can be shown on “View Schedule” dialog. The
dialog can be opened by “View Schedule” item of “Device” menu. Please refer to figure
3.34.3.

User can cancel the current UPS battery test by “Cancel Current Battery Self-test”
item of “Device” menu.

3.3.7 UPS log

Software monitors UPS, log UPS data and the abnormal event at the same time.
Data and event log can help service engineer check problem.

3.3.7.1 Record setting

Open “Record setting” dialog by clicking “Record setting” item of “Logs” menu to
configure log parameter. Such as how many event logs can be recorded, how many
data log can be recorded, data log interval. Please refer to figure 3.3.7.1.
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[ Record Setting ﬁ1
Event Log
Max File Length &a00 row(s)
[ View Log ]| [ Settings ]|
Data Log
Max File Length 10000 row(s)
Record Interval &0  sec(s)
[ View Log ]|
[ oefat )| [ ok )| [ concel ]|
.
Figure 3.3.7.1

The default value of event log file is 600 rows. The max value of event log file can be
set 10000 rows.

The default value of data log file is 20000 rows. The max value of data log file can be
set 10000 rows.

The default data log interval is 60 seconds. The interval range can be set from 1 to
3600 seconds.

Note:

If the rows has met the max value, half of the older rows will be deleted, new log will
append to the end of the remainder log.

3.3.7.2 Data log

Click “Data Log” item of “Logs” menu to open “Data Log Viewer” dialog to view data
log, please refer to figure 3.3.7.2. Select each communication port to refer to specific
UPS data logs, select all to refer to all UPS data logs.

Select the check box of each data log, and click “Delete” button to delete data log.

User can export data log file by “Export” button.
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-

Data Log Viewer @

Port: + | Device: |LINE-INT_G133E28001 =

[ DATE E [NV )| INV [ INV ] [CouTV | [CouTV [ OuTV J|BATTV(+)|[ INF ][ OUT-F |/((LOAD | [TEMP ||[DELETE |
2014/07/25 13:25:19 227.4 - - 227.4 - - 27.0 50.0 50.0 0 - ]
2014/07/25 13:26:19 227.1 - - 227.1 - - 27.0 50.0 50.0 0 - |
2014/07/25 13:27:19 27.4 = = 227.4 = = 27.0 49,9 49,9 0 = E]
2014/07/25 13:28:20 227.1 - - 227.4 - - 27.0 43,9 43,9 0 - ]
2014/07/25 13:29:20 226.5 - - 226.5 - - 27.0 43,9 43.9 0 - ]
2014/07/25 13:30:20 226.5 - - 226.5 - - 27.0 43,5 43.9 0 - E
2014/07/25 13:31:20 226.8 - - 226.8 - - 27.0 43,9 43,9 0 - |
2014/07/25 13:32:20 226.3 = = 226.8 = = 27.0 49,9 49,9 0 = |
20140725 13:33:19 227.1 = = 227.1 = = 27.0 50.0 50.0 0 = E]
2014/07/25 13:34:19 226.1 - - 226.1 - - 27.0 50.0 50,0 0 - ]
2014/07/25 13:35:19 226.5 - - 226.5 - - 27.0 43,9 43.9 0 - E
2014/07/25 13:36:19 226.3 - - 226.8 - - 27.0 50.0 50.0 0 - |
2014/07/25 13:37:19 226.5 - - 226.5 - - 27.0 50.0 50.0 0 - |
20140725 13:38:19 226.1 = = 226.1 = = 27.0 49,9 4.9 0 = E]
2014/07/25 13:39:20 226.5 - - 226.5 - - 27.0 50.0 50,0 0 - ]
Record Mo: 1-150f 36
MNext | Prev | Home | [ End ]| [ Delete ]| [ Purge Al ]| [ Expart ]| [ Close ]|
4 I 3
Figure 3.3.7.2

3.3.7.3 Event log

Click “Event Log” item of “Logs” menu to open “Event Log Viewer” dialog to view
event log, please refer to figure 3.3.7.3. Select the check box of each event log, and
click “Delete” button to delete event log. User can export event log file by “Export” button.

Event Log Viewer - @

Event Log Record Mo: 1-1of1

=] DATE IC__TmE | EVENT TYPE | [ CELETE |

O 20130725 13:14:19  [Start Agent [
Bl
Bl
Bl
Bl
Bl
[l
a
a
a
O
O
O
O
O

ext Prev Home End | [ Delete ]| [ Purge Al ]| [ Export ]| Close |
Figure 3.3.7.3

3.3.8 Load Segment Control setting

Select UPS node, click “Load Segment Control” item of “Device” menu to configure
load segment parameters. If you select UPS node, and then find “Load Segment Control”
item is disabled, that means the UPS don’t support load segment function. If you select
UPS node, and then find “Load Segment Control” item is enabled, that means the UPS
support load segment function.

When the shutdown timer is -1, the setting means the load segment won’t shut down
automatically when AC falils.

When the shutdown timer is 0, the setting means the load segment will shut down
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immediately when AC fails.

When the shutdown timer is the value between 1 and 32767, the setting means the
load segment will shut down after the setting value time when AC falils.

When the startup timer is -1, the setting means the load segment won'’t restart
automatically when AC restores.

When the startup timer is 0, the setting means the load segment will restart
immediately when AC restores.

When the startup timer is the value between 1 and 32767, the setting means the load
segment will restart after the setting value time when AC restores.
The “Load Segment control” dialog of some UPS, such as figure 3.3.8.

|§_uad Segmentl ) |

[ ] Shutdown Timer (-1 to 32757 seconds)
[ ] 5tartup Timer {-1 to 327567 seconds)

[ ] Manual Shutdown

[ ] Manual Startup

Figure 3.3.8

3.3.9 UPS model setting
Click “UPS Model Setting” item of “Device” menu to open “UPS Model Setting” dialog
to rename UPS model and name, please refer to figure 3.3.9.

UPS Model Setting [

Model : | EX10KS v|
Rename UPS | C10K |

[ ok [ cancel |
T 1§ Fy —  — @ i
Figure 3.3.9
A For some UPS, the model can be detected automatically, the model can’t be
renamed. For some UPS, the model can’t be detected automatically, the model
can be renamed.

3.3.10 Battery test to low took less than setting minute

Select UPS node, click “Battery Test Setting” item of “Device” menu to configure the
time for the “Warning if battery test to low time is less than _ Mins”, The default value is
3 min
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[ Battery Test Setting ‘ @‘

Warning if battery test to low time is less than SI * Mins

-

ok ) [ cancel ]

Figure 3.3.10
If the time for the “Battery self-test to low” is lower than the setting value, software will
log the warning alarm “Battery test to low took less than setting minutes” and attach the
actual battery self-test time, please refer to the below image

Event Log Viewer @
Event Log Record No: 1-60f6
[ZJC_DATE [ TIME ) EVENT TYPE ) (DELETE]
ﬁ 2018/01/22 16:15:27 |ON—LINE in COMB Battery test to low took less than setting minute(Actual test time:07sec) :]
0 2018/01/22 16:15:26  |ON-LINE in COMG self-test: End
6 2018/01/22 16:15:18  |ON-LINE in COMG self_test: Begin
0 2018/01/22 16:15:07  |ON-LINE in COMG self-test: End
0 2018/01/22 16:15:00  |ON-LINE in COMG self_test: Begin
e 2018/01/22 16:02:53  |Start Agent

o o o e

Next Prev | Home | End |[ Delete ]|[ Purge Al ]|[ Export ]|[ Close ]|

——

3.4 Warning event notification method
When UPS status is abnormal, software will notify user to let user learn UPS status as
soon as possible, and then user can take action according to warning event notification.
1. Pop-up real time warning dialog
2. E-mail message alarm
3. SMS alarm

3.4.1 Real time warning dialog

When UPS status is abnormal, software will pop up warning dialog to notify user.

Warning dialog on local computer means that the warning dialog will pop up on local
computer communicating with UPS when UPS status is abnormal.

Open “Event Action” dialog by clicking “Event Action” item of “Device” menu to set
warning dialog pop-up or not. Please refer to figure 3.4.1.
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,
Event Action - - -— - - - u
Telecom Power System EventList | ATS EventList |
UPS Event List | = Record
X |UPS Battery Low =1 [C] EMail Setting
€ UPS Battery Time Exhaust _| [Isendsms =
€3 UPS failed 3 s =
M em Log
€ UPS Output Overload 7] Eystem Log
€3 output Short Circuit

@ Load Segment time exhaust

G Remaining battery time below setting limit
G Battery capacity below setting limit

ﬁ Communication Lost

B AC Fail

ﬁ On Bypass

ﬁ Bypass without output

N Selftest Fail

_1'\ Fhase sequence input error Pop up warning for all events

1‘\ Battery connection error &
o4 I 3 [

ok )| [cancel ||

Figure 3.4.1

3.4.2 E-mail notification

When UPS status is abnormal, software will send E-mail notification about abnormal
event. Open “E-mail Settings” dialog by clicking “E-mail Setting” item of “Tools” menu.
Please refer to figure 3.4.2.

User also can open “Event Action” dialog by clicking “Event Action” item of “Device”
menu to set E-mail function.
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[ E-mail Settings ‘ g

SMTP Server Setting

SMTP Server smitp, 163, com -
Part 25
SMTP User jinhuali@163. coms

Paszsword Authentication needed

Password T

Encryption Maone

Receiver E-mail Address

4

Test

I H I |

Remove

UPS message | Telecom Power System message | ATS Message Ust|

UPS Battery Low

UPS Battery Time Exhaust

UPS failed

UPS Cutput Overload

Output Short Circuit

Load Seament time exhaust

Remaining battery time below setting limit

. Eatteryr capacity below setting limit i
' 1 P

|
L |
Figure 3.4.2

SMTP server name is the SMTP server to send e-mail to user. User can input SMTP
server name or server IP address according to SMTP server.

The name and phone number of sender information can be set by user, the setting
information will be shown in e-mail content.

After you add user e-mail address and select the abnormal event in the event list and
select e-mail address, when the abnormal event happens, software will send e-mail to
the e-mail address.

AThere are 20 e-mail addresses in the list at most.

[l »

3.4.3 SMS notification

When UPS status is abnormal, software will send SMS notification about abnormal
event. Open “SMS Setting” dialog by clicking “SMS Setting” item of “Tools” menu.
Please refer to figure 3.4.3.
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User also can open “Event Action” dialog by clicking “Event Action” item of “Device”
menu to set SMS function.

r N
SMS Setting e |

Sender
Com Port om3 ~
Baud Rate 9600 -
Format of phone number :Wimuut Mational Code -
[] PIN Code

Confirm PIMN Code

Comment
Receiver
185208283561
C__ad
[ Remove |
[ fest |

UPS message | Telecom Power System message I ATS Message List|

LIPS Battery Low -
=

UPS Battery Time Exhaust .
UPS failed

UPS Output Overload

Output Short Circuit

[#] Load Seament time exhaust
4| i [ 3

|

\
Figure 3.4.3

Select port that connects with modem. The modem should support GSM function. Select
the baud rate, such as 9600. The value is different depending on different modem model.
Here, attention should be paid: if users have previously used to send short messages with
other software, the software will be the default baud rate into previous baud rates, so you
should test one by one to find proper SMS baud rate.

Select the abnormal event in the event list and select phone number, when the
abnormal event happens, software will send SMS to the phone number. Click “Test” button
to test SMS sent successfully or not.

A There are 5 phone numbers in the list at most.

3.5 System shutdown protection
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System shutdown protection: protect system shutdown safely before UPS output
shutdown when AC fails. Safely shut down server and the applications running on server to
avoid damage.

Software can shut down the local computer communicating with UPS, and also can shut
down the remote computer whose input is from UPS output.

3.5.1 Local computer shutdown protection

Local computer shutdown protection: Safely shut down the computer communicating
with UPS before UPS output is shut down. Click “shutdown parameter” item of “Device”
menu to open “shutdown settings” dialog, please refer to figure 3.5.1.

Select the checkbox of “System”, and then select system hibernation or shutdown.

If user selects “Shutdown” to protect computer, software will shut down computer
once condition is met. If select “Hibernation” to protect computer, software will hibernate
computer once condition is met.

Run command file before shutdown, the function means that software will run the
command file before system shutdown. Select the checkbox of “Run command file
before shutdown” and add the correct path of the command file by “Browse” button.
Please make sure the command file can be executed normally on the system before
setting the file path to software.

AlIn earlier versions of Windows all services run in Session 0 along with
applications. This situation poses a security risk. In Windows Vista, and later
versions of Windows, the operating system isolates services in Session 0 and
runs applications in other sessions. Our software Agent is run in Session 0 so if a
command file launches a .exe that .exe will be launched in Session 0 and not
visible to the logged in users. In this situation, user must select the non-service
option of the run mode in “shutdown settings” dialog to run command file
normally.

A About UPS output shutdown setting and shutdown condition please refer to
section 3.3.4 and section 3.3.8

AIf the UPS has load segment function, user can set system powered by which
one load segment in “Shutdown Settings” dialog, software will shut down system
before load segment shutdown.
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Shutdown Settings >
Shutdown Options
LUsSB ~ || LINE-INT_000000000 w
Allow battery to discharge for 10 : rrin

Begin Shutdown Immediately when Battery is Low
Begin Shutdown when UPS Battery is at! | 40 ~ | 9% Capacity or lower

Shut down when remaining battery time is below 2 : min
System @® Shutdown () Hibernate:l [] Multi-UPS input
Shut down UPS

Time needed for system shutdown 2 : min
Powered by

[] Accept Remote Shutdown signal from other Agent Add

0 min shutdown system Remove |
[D Run Comrmand File before Shutdown Browse.. |:|

Shutdown File Max Execution Time 1 min

Run Mode (®) Service () Men-Service

[] shutdown remote Linus/Unix/NAS by S5H before Shutdown S5H Configure |

[] shutdown ESXi hosts and WMs before Shutdown ESXi Configure |

Shutdown Remote Agents

Shutdown Conditions Agent is shutdown Add

Medify
Remaove

Shutdown Alarm Parameters

Shutdown Alarm Intenval 1 min

L> L

Scheduled Shutdown Countdown warning 10 rrin

oK Cancel

Figure 3.5.1

From version 5.8.0.0, you can shut down the OS by SNMP devices, Please add the SNMP
device via “SNMP->Search Device” firstly, set the shutdown parameters of the SNMP device

separately.
From version 5.8.0.0, “Local Setting” and “Remote Setting” are displayed in two panels.
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Shutdown Settings o
Local Setting  Remote Seﬁinﬂ
[ —
Shutdown Options
SMMP w~ [1172.18.139.52 w
[] Allow battery to discharge for 10 rmin
[] Begin Shutdown Immediately when Battery is Low
[] Begin Shutdown when UPS Battery is at | 40 % Capacity or lower
Shut down when remaining battery time is below 2 min
System (® Shut down () Hibernate ] Multi-UPS input
Shut down UPS
Time needed for system shutdown 2 : min
Powered by Load Segment1 e
[] Accept Remote Shutdown signal from other Agent Add
0 min shutdown systern Remove |
[] Run Command File before Shutdown Browse.. |
Shutdown File Max Execution Time 1 min
Run Mode (® Service () Non-Service
[1 shutdown remote Linux/Unix/MAS by S5H before Shutdown S5H Configure |
[] shutdown ESXi hests and VMs before Shutdown ESXi Configure |

Shutdown Alarrm Parameters

Shutdown Alarm Interval 1 : min
Scheduled Shutdown Countdown warning 10 : rmin

Note: SNMP shutdown only shuts down the local OS and does not shut down the UPS
output. The UPS output is shut down through the SNMP card. In addition, pay attention to
the time setting here and the time setting of the UPS output off on the card. The UPS
shutdown time cannot be earlier than the OS shutdown time set by Winpower.

3.5.2 Remote computer shutdown protection

Remote computer shutdown protection: software installed on local computer will send
shutdown command to safely shut down the remote computers before UPS output is
shut down.

Settings of local computer communicating with UPS:

When software wants to shut down the remote computer, software communicating
with UPS should set the condition and the IP address of remote to shut down remote
computer, when the condition is met, software will send shutdown command to remote
computer. For example: if the remote computers IP are 172.18.139.124. User can set
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the remote computers shutdown condition by “Add” button. Please refer to figure 3.5.2.1.
User can select the shutdown condition and then modify or delete the condition by
“Modify” button and “Delete” button.

Shutdown Settings >
Shutdown Options
LISB ~ || LINE-INT_000000000 w
Allow battery to discharge for 10 : min
Beqgin Shutdown Immediately when Battery is Low
Begin Shutdown when UPS Battery is at | 40 ~ | 9o Capacity or lower
Shut down when remaining battery time is below 2 : min
Systemn (® Shut down () Hibermnate [ Multi-UPS input
Shut down UPS
Time needed for system shutdown 2 : min
Powered by
[] Accept Remote Shutdown signal from other Agent Add
0 min shutdown system Remove |
[] Run Command File before Shutdown Browse.. |
Shutdown File Max Execution Time 1 min
Run Mode (®) Service () Nen-Service
[] shutdewn remote Linux/Uni/MNAS by SSH before Shutdown S5H Configure |
[] shutdown ESXi hosts and WMs before Shutdown ESXi Configure |
F=hutdown Remote Agents Y
Shutdown Conditions Agent is shutdown
LINE-INT_CQ00000000 in USE Discharge 2 min |172.18.139.51 |
Modify
Remaove
. ,
Shutdown Alarm Parameters
Shutdown Alarm Interval 1 : min
Scheduled Shutdown Countdown warning 10 : rmin
oK Cancel
Figure 3.5.2.1

Settings of remote computer:

The same software should be installed on remote computer to accept shutdown
command. Click “shutdown parameter” item of “Device” menu to open “shutdown
settings” dialog, and then set “remote shut down by agent” and add remote computer IP
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communicating with UPS to accept remote shutdown command. For example: if

computer accepts the remote shutdown command from remote computer (IP address is
172.18.139.33). The setting is as figure 3.5.2.2. User can set the delay time to shut

down computer after receiving shutdown command from remote computer according to
actual condition. The default value of delay time is 0. That means computer will shut
down immediately when receiving shutdown command from remote computer.

Shutdown Settings

Shutdown Options

Allow battery to discharge for 4999 min

Beqgin Shutdown Immediately when Battery is Low

Begin Shutdown when UPS Battery is at |80 % Capacity or lower

Shut down when remaining battery time is below 10 min
[] system (® Shut down () Hibernate [ Multi-UPS input
[] shut down UPS
Time needed for system shutdown 4999 min
Powered by Load Segmenti w
Accept Remote Shutdown signal from other Agent  [172.18.139.33 Add

] : min shutdown system Remaove

[] Run Command File before Shutdown Browse |
Shutdown File Max Execution Time 1 min
Run Made (®) Service () Men-Service

[] shutdewn remote Linux/Uni'MAS by SSH before Shutdown

[] shutdown ESXi hosts and WMs before Shutdown

Shutdown Remaote Agents

S55H Configure |

ESXi Configure |

Shutdown Conditions

Agent is shutdown

Add

Modify
Remaove

Shutdown Alarm Parameters
Shutdown Alarm Interval

Scheduled Shutdown Countdown warning

OK

Cancel

1 o min
10 |J min

s

Figure 3.5.2.2
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3.5.3 Remote Linux/Unix/NAS computer shutdown protection
Remote Linux/Unix/NAS computer shutdown protection: software installed on local
computer will send shutdown command to safely shut down the remote computers

before UPS output is shut down.

Settings of local computer communicating with UPS, user should select the option of
Shutdown remote Linux/Unix/NAS by SSH before Shutdown, please refer to figure
3.5.3.1, and add the IP of Linux/Unix/NAS computer by click SSH Configure button,

please refer to figure 3.5.3.2.

Shutdown Settings

Shutdown Options
LSB ~ || LINE-INT_00Q0000000

Allow battery to discharge for 2 \ min
Begin Shutdown Immediately when Battery is Low
Begin Shutdown when UPS Battery is at | 40 ~ | % Capacity or lower
[] shut down when remaining battery time is below 2 min
Systemn (® Shut down () Hibernate ] Multi-UPS input
Shut down UPS
Time needed for system shutdown 2 C min
Powered by
Accept Remote Shutdown signal from other Agent 172.18.138.33 Add

o : min shutdown system Remaove ‘
[[] Run Command File before Shutdown Browse |
Shutdown File Max Execution Time 1 min
Run Mode (®) Service (O Non-Service

| Shutdown remote Linux/Unix/NAS by S5H before Shutdown

[ 5SH Configure I|I

[] shutdown ESXi hosts and VMs before Shutdown

Shutdown Remote Agents

ESXi Configure |

Shutdown Conditions Agent is shutdown

Add

Modify
Remove

Shutdown Alarm Parameters
Shutdown Alarm Interval

Scheduled Shutdown Countdown warning

OK Cancel

min

> 4>

10 min

>

Figure 3.5.3.1
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S5H Configure X
I [£] Add remote Linux/Unix/NAS X
Remaove |P address or host name  |172.18.139.87
User Name root
Test
Password ................|
i ‘ ShutdownAction shuidown-hnow  ~ )
I oK I Cancel |
S5H Configure *

172.18.139.87 root shutdown -h now I

Remave

dliid

Test

=]
~

Figure 3.5.3.2
AThe number of remote computers is unlimited
A Please ensure that the remote computer supports SSH shutdown mode. The
software provides five kinds of shutdown commands for selection:
a. shutdown -h now;
b. shutdown
c. inith
d. init0
e. poweroff
Please use the command to test the SSH shutdown command is enabled before the
software is shut down. Then you can add the IP, user name, password of the remote
computer, and the shutdown method is in the list.

3.5.4 ESXi host and VMs shutdown protection

Remote ESXi host and VMs shutdown protection: software installed on local
computer will send shutdown command to safely shut down the remote ESXi host and
VMs before UPS output is shut down.

Settings of local computer communicating with UPS, user should select the option of
Shutdown ESXi host and VMs before Shutdown, please refer to figure 3.5.4.1, and add
the IP of ESXi host by click ESXi Configure button, please refer to figure 3.5.4.2.
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Shutdown Settings

Shutdown Opticns

OE:! » || LINE-INT_000000000
Allow battery to discharge for
Beqgin Shutdown Immediately when Battery is Low

[] shut down when remaining battery time is below

Shut down UPS

Time needed for system shutdown

System (® Shut down () Hibernate [ Multi-UPS input

—

Begin Shutdown when UPS Eattery is at % Capacity or lower

min

L] .

Powered by ‘

N ‘

Accept Remote Shutdown signal from other Agent  [172.18.139.33

El: min shutdown system

-
| Remove |

[[] Run Command File before Shutdown

Browse.. |

Shutdown File Max Execution Time

Run Mode (@) Service ) Non-Service

] shutdown remote Linux/UnixNAS by SSH before Shutdown

min

S5SH Configure |

Shutdown ESXi hosts and WMs before Shutdowr ESXi Configure |
Shutdown Remote Agents
Shutdown Conditions Agent is shutdown |
| Moaity ||

Shutdown Alarm Parameters

Shutdown Alarm Interval

Scheduled Shutdown Countdown warning

Cancel

Figure 3.5.4.1




Winpawer

E5¥i Configure *
e J |2 Add ESXi host 4
Remove IP address or hostname | 172.18.139.240
User Name root
Test Password
ShutdownAction
OK |
[] shutdown all the Vs before host shutdawn oK Cancel
ESXi Shutdown Time out |2 min
ESKi Configure X
72.18.139.240 root shutdown I Add ‘
Remove
Test
OK ‘
Shutdown all the WMs before host shutdowr
ESXi Shutdown Time out |2 min
—
Figure 3.5.4.2

A The number of remote ESXi host is unlimited

A The software provides three kinds of shutdown commands for selection:
a. shutdown
b. standby
c. poweroff

A Software can be installed on anyone VMs communicating with UPS

A Software can be installed on other OS (doesn’t matter with ESXi and VMs)

communicating with UPS

3.5.5 Set the Shutdown parameters via localShutdownConfig.json

From the version 6.1.0.0, Winpower can set the shutdown parameters of the local agent
via json configuration (only refers to RS232 and USB)

After searches devices, if any RS232/USB devices are found, it will write the shutdown
parameters to localShutdownConfig.json automatically.

By modifying the parameter values in localShutdownConfig.json, the shutdown
parameters of the corresponding device can be set after restart the agent.

For example:
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1 [
. 8
3 "portName™: "COM4™,
4 "deviceName": "ON-LINE 161010-23830001",
5 "enableShutdownBackupTime™: true,
& "batteryBackupTime™: 10,
T "enableShutdownBatteryLow™: true,
8 "enableShutdownRemainingCapacity™: false,
5 "remainingCapacity™: a0,
10 "enableShutdownEemaingTime™: false,
11 "remainingTime™: 2,
12 "enableShutdownSystem™: true,
13 "enableShutdownUOPS5": true,
14 "ups0ffDelayTime™: 2,
15 "shutdownByLoadSegment™: O
16 =
17 =
18 "portName™: "COMS™,
19 "deviceName": "LINE-INT 715318A00018",
20 "enableShutdownBackupTime™: false,
21 "batteryBackupTime™: 10,
22 "enableShutdownBatteryLow™: true,
23 "enableShutdownRemainingCapacity™: false,
24 "remainingCapacity™: a0,
25 "enableShutdownEemaingTime™: false,
26 "remainingTime™: 2,
27 "enableShutdownSystem™: true,
28 "enableShutdownUOPS5": true,
259 "ups0ffDelayTime™: 2,
30 "shutdownByLoadSegment™: J
31 }.
32 =
33 "portName™: "USEB",
34 "deviceName": "LINE-INT 0000Q00Q0Q00™,
35 "enableShutdownBackupTime™: false,
36 "batteryBackupTime™: 10,
37 "enableShutdownBatteryLow™: true,
38 "enableShutdownRemainingCapacity™: false,
35 "remainingCapacity™: a0,
40 "enableShutdownEemaingTime™: false,
41 "remainingTime™: 2,
42 "enableShutdownSystem™: true,
43 "enableShutdownUPS": true,
44 "ups0ffDelayTime™: 2,
45 "shutdownByLoadSegment™: -1
46 F o}
47 -]
Figure 3.5.5.1
Note:

A Please don’t modify the portName and deviceName values, Otherwise the
shutdown parameters of the corresponding device are invalid.
A The parameter “enableShutdownBackupTime” means “Allow battery to
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discharge for”

A The parameter “batteryBackupTime” means “The timer value for battery
discharge shutdown”
A The parameter “enableShutdownBatteryLow” means “Begin Shutdown
Immediated when Battery is Low”
A The parameter “enableShutdownRemaningCapacity” means “Begin Shutdown
when UPS Battery capacity at”
A The parameter “remaningCapacity” means “The capacity value for battery
capacity shutdown”
A The parameter “enableShutdownRemainingTime” means “Shut down when
remaining battery time is below”
A The parameter “remainingTime” means “The timer value for remaining battery
shutdown”
A The parameter “enableShutdownSystem” means “Allow shutdown OS System”
A The parameter “enableShutdownUPS” means “Allow shutdown UPS”
A The parameter “shutdownBylLoadSegment” means “Powered by”
-1 means don’t support Loadsegemnt
0 means powered by Master
1 means powered by LS1
2 means powered by LS2

3.6 Remote monitoring device

3.6.1 Install software on different computer to monitor remote device

A The network should be OK between remote computer and local computer, user
can use “ping” command to check network ok or not.

Note: the software installed on different computer should be the same version.

User can install software on different computer to view remote UPS on the network. For
the computer with IPv4, all the computers with software in the same LAN will be shown on
the LAN node automatically, and the UPS communicating with computer also will be shown
below the computer name node. User can select remote UPS node to view the detail
information. Please refer to figure 3.6.1.1
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Figure 3.6.1.1
If the computer with IPv4 is not in the same LAN, the remote computer should be
added on the WAN node via the “Monitor Remote Device” item of “Monitor” menu. Input the
IP address of rermote computer to add. Please refer to figure 3.6.1.2.

-
Manitor Remote Device u

Enter IP address or host name of agent

IP address or host name |

x

Figure 3.6.1.2
The remote computer name will be shown below the WAN node if the remote computer

is added OK, User can select remote UPS node to view the detail information. Please refer
to figure 3.6.1.3.
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Figure 3.6.1.3
If software installed on remote computer accepts remote control, the check box of
“accept remote control” is selected. Please refer to figure 3.6.1.4.
If software installed on remote computer doesn’t accept remote control, the check box
of “accept remote control” is not selected. Please refer to figure 3.6.1.5.

| £| Winpower Manager 4.6.0.0 -- pc27 (Read only)‘ - . . Eléu
System Logs Device Tools Mml::r| Preference Language Help
|@ = rs J % Monitor Remote Device
- Root M Accept Remote Control Alias Model Status Load Link. Serial #
.,i; LAN 1|W Iy . - LINE-INT UPS Qutput Off 0% N/A 531020100001 -
E}.,i; WAN 2 |WAN-=>pc27 172.18.139.114 - ON-LINE UPS Qutput Off, 5t... 0% N/A 012345673901,
=D
- (T Jdev/ttyS0
P @ tne-v
e UsSB
4] |l [ []|2 [ T b

Figure 3.6.1.4
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F — 5
| £| Winpower Manager 4.6.0.0 -- pc27 (Read only) - =NACE X
-
System Logs Device Tools | Mon1t0r| Ereference Language Help
Monitor Remote Device
o o |
Accept Remate Control Alias Model Skatus « Load Link. Serial #
1 |WAN->pc27 172.18.139.114 - LINE-INT UPS Qutput Off 0% N/A 531020100001 -
172.18.139.114 - ON-LINE UPS Qutput Off, 5t... 0% N/A 012345673901,
4] I [ [p]l2 « | I G
.
Figure 3.6.1.5

If the remote computer accepts remote control, select computer node, click “Act as
Administrator” item of “System” menu to become software administrator, user can view UPS
detail information, and also can configure remote UPS parameter setting, remote computer
shutdown, and notification methods.

If the remote computer doesn’t accept remote control, select the remote computer node,
you will find “Act as Administrator” item of “System” menu is grey, user can’t become
software administrator, only can view UPS detail information, but can’t configure remote UPS
parameter setting, remote computer shutdown, and notification methods.

Note:
From the version 6.1.0.0, if the remote agent under the WAN tree communicated

lost(with yellow exclamation mark, and no devices under this agent), all the dialog will be
grey, you can’t open any dialog.
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System Logs Device Tools Monitor SMMP Preference Language Help

=-# Root IF address Alias
L:_l'i,! LAM

& VMo

Figure 3.6.1.6

3.6.2 Webserver Function

Note: the OS should support JDK 1.8 at least, or the software won’t work normally.

Software supports webserver function. User can view device status and operate battery
test via mobile phone.

Input the web address: https://IP address:8888, such as
https://172. 18. 139. 80:8888. UPS list will be shown. Please refer to figure 3.6.2.1. User
also can scan the QR code to access to web address with the browser scanning function.
User should click “View Server URL” item of “Monitor” menu to get QR code. Note: if
computer is configured with two or more network card, there will be a IP list displayed after
user click “View Server URL” item of “Monitor” menu. To get the QR code, User should click
every IP and try to get correct QR code.

The default webserver port is 8888, if the port is in use by other software, user should
click “Web Server Control” item of “Monitor” menu to open “Web Server Control” dialog, and
change port to make sure webserver function work normally.

Click the “Language” item to change the language.

Click UPS name in the UPS list, the detail information about the UPS will be shown. The
detail information includes UPS input, output, battery parameter, the two latest event and
UPS status. Please refer to figure 3.6.2.2.

Click the “Home” item in UPS detail information page to return the UPS list page.

Click the “Contorl” item in UPS detail information page to operate battery test. Please
refer to figure 3.6.2.3. For local UPS, user should input the password of agent and then set
battery test task, please refer to section 3.1.1 to get the default password.
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Figure 3.6.2.1 Figure 3.6.2.2 Figure 3.6.2.3

3.7 SNMP centralized monitoring

The SNMP centralized monitoring function can monitor the status of UPS with SNMP
card located in different regions. Even if user is thousands of miles away, when the abnormal
event of UPS happens, software will inform user of the abnormal event by sending SMS, E-
mail, pop-up warning dialog. Thus, user can keep abreast of UPS status and prevent the
damage caused by UPS abrupt shutdown.

Notice: software only can monitor the status of UPS with SNMP card, it can’t shut down
UPS output and shut down computer. When user wants to control UPS or protect computer,
please refer to the user manual of SNMP card to learn the setting.

Application architecture diagram, please refer to figure 3.7.

Software

Network

Figure 3.7

3.7.1 Becoming SNMP administrator
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|| Winpower Manager 5.1.0.0 -- SNMP (Read only) -- = [ B e |
System| Logs Device Tools Monitor SNMP FPreference Language Help
Act as Administrator

Modify Administrator Password

ocation IP address Alias hadel Status + Load Link Serial #

Exit
W BAJLNWHPDUS

L& VMotion

< [o 1 = rlo <« [ n ] ,rIJ
Figure 3.7.1
Select SNMP node, and click “Act as Administrators” item of “System” menu, Figure
3.7.1.
Initial default password is empty.
User can modify the password by click “Modify Administrator Password” item.
A SNMP administrator password and local agent password are the same.

3.7.2 Area management
Act as SNMP Administrator, click “Add Area” item of “SNMP” menu, there will be a
dialog box pop-up for setting the area information. “Add Area” dialog box shown as figure

3.7.2.
Add Area [

Area

[ ok J[ conced |

LS

Figure 3.7.2

Input geographic location information in “area” text box, where UPS with SNMP card
located at, such as Beijing, Shanghai and other location.

User can select SNMP node, and click right mouse button to select “Add area”. There
will be a dialog box pop-up as figure 3.7.2, so you can make the area added.

After adding area successfully, the area name will be shown below the SNMP node in
the tree diagram. Select area name and click right mouse button, user can modify or delete
area. Of course, user can also select the “Modify area” or “Delete area” item of “SNMP”
menu to modify or delete area.

3.7.3 UPS management
Act as SNMP Administrator, click “Search Device” item of “SNMP” menu, there will be a
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dialog box pop-up for adding the UPS information. “Search Device” dialog box shown as
figure 3.7.3.1(SNMP v1), 3.7.3.2(SNMP v2c), and 3.7.3.3(SNMP v3).

For IPv4, user can input the start IP address and end IP address, select SNMP version,
input public community or other information of SNMP card correctly, and software will search
SNMP UPS and add them under SNMP node.

For IPv6, user should input IPv6 address, select SNMP version, input public community
or other information of SNMP card correctly, and software will search SNMP UPS and add
them under SNMP node.

A Please note:

If the SNMP version of SNMP card is SNMP v1 or SNMP v2c, user should input the
correct public community to make sure add SNMP device under SNMP node normally.

If the SNMP version of SNMP card is SNMP v3, user should correctly input the
security level, user name, authentication type, authentication password and private
password to make sure add SNMP device under SNMP node normally.

r B
Search Device — - ﬁ

Protocol Type :Prntoml IPw4 v:

SNMP Version SNMP vl

Area Mame 'de -

Start IP 172 . 18 . 139 | 114
End IP 172 , 18 , 139 ., 116
SNMP Port 161

Public Community public

Found Device:

Added Device:

Search | Cancel | Close |

Figure 3.7.3.1




Winpower

-
Search Device

Protocol Type Protocol IPv4 |
SMNMP Version

Area Name :AJI Devices v:
Start IP

EndIP

SMNMP Port 161

FPublic Community public

Found Device:

Added Device:

(Search )| [ Cancel | [ Ciose ||

Figure 3.7.3.2
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Protocol Type Protocol IPv4 ~ |
SNMP Version

Area Name Al Devices |
Start IP

End IP

SNMP Port 161

Security Level .auth Priv v |
Authentication Type MD5 +

Uszer Name

Authentication Password

Private Password

Found Device:

Added Device:

(Search )| [ Cancel | [ Ciose ||

Figure 3.7.3.3

When the UPS is added successfully, the communication with software is OK. Select the
UPS name, you can see the UPS flow diagram, and the detailed parameter information of
the UPS, please refer to figure 3.7.3.4.
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Figure 3.7.3.4
Select the UPS name, and click the right mouse button, user can modify or delete UPS.
Of course, user can also select the “Modify device” or “Delete device” item of “SNMP” menu
to modify or delete UPS.
Click the link in the UPS list, linked to the monitored SNMP Card Web, please refer to

figure 3.7.3.5.
18 Netwcrk Management Card - Windons Ieme: Explerer provided by Estan-Powering Business Wordwide (T T oo e )

@ ‘g, http://172.18.139.114/ - | ‘,‘ x ‘ ‘,O Google |
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UPS Powered Devices IR
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SNMP TRAP Receivers Voltage 2210V
UPS Configuration Battery
SOtz || status Battery Normal
UPS Shutdown Capacity(%) 100
Shutdown Schedule Voltage 413V
NMIC System Time On Battery 00:00:00
Reboot System
Access Control
Date and Time
SNMPV1/2 Configuration
Wake On LAN
Email Notification
Firmware Upload T
File Management
Logs
UPS Log ad
F] m B
Done € Local intranet | Protected Mode: Off 3 v ®i0x -

Figure 3.7.3.5
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3.7.4 SNMP event log

Act as SNMP Administrator, click “SNMP Event Log” item of “SNMP” Menu, there will
be a dialog box pop-up. Please refer to Figure 3.7.4.1.

SNIMP Event Log - - -
Event Log Record No: 1-10f1
[]_DATE [ TIME | EVENT TYPE | CDELETE )
A 2014/07/25 15:09:50 Lost Communication with 172, 18,139, 115 in sdf [
O
]
]
[
[
O
a
a
a
O
O
O
O
O
Mext | Prev Home | End | [ Delete ]| [ Purge All ]| [ Export ]| Close |
Figure 3.7.4.1

Click “Export” button to export all alarm event.

SNMP event record maximum length can be set. Act as SNMP Administrator, Click
“Event Log Setting” item of “SNMP” Menu, there will be a dialog pop-up, as Figure
3.7.4.2. The default value is 5000, Maximum can be set 100000.

When the record exceeds the maximum, Software will delete the oldest event to
record a new event automatically.

[ Event Log Setting Iﬁw
Max File Length 1EIIIIEIEIEI| row(s)
i
[ o [ cad |
L SN
Figure 3.7.4.2

3.7.5 SNMP Trap Receiving Port Setting

Click “SNMP Trap Receiving Port Setting” item of “SNMP” Menu to open “SNMP
Trap Receiving Port Setting” dialog. User can set SNMP trap receiving port. The default
port is 162.

SMMP Trap Receiving Port Setting @

SNMP Trap Receiving Port  162]

oK ]| [ Cancel ]|

Figure 3.7.5
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3.8 Wake on LAN function
Wake on LAN function: Once AC fails, software will shut down UPS output and
computer. If AC restores and the computer with software restarts, the computer can wake up
other computers in the LAN. The application is as figure 3.8.1. Open “Wake on LAN” dialog
by click the “Wake on LAN setting” of “Device” menu, please refer to figure 3.8.2.
Software Ps

Power 5Supply Cable

Communication Cable

Figure 3.8.1
Wake on LAN 28|
Enter MAC Address FOO9Z21CEG10CA
FO921CEG10CA
] Select Al
| Add || [ Delete |
( oK | [ cancel |
Figure 3.8.2

Add the MAC address of remote computers in the list. Select the check box of “Enable
all wake on” to wake up all computers, when the conditions is met, remote computers will be
woken up.

Select MAC address of remote computer, and then click “Test” button to test remote
computer support wake on LAN function or not. Select MAC address of remote computer,
and then click “Delete” button to delete the MAC address to remove computer address in the
list.

A Use command “ipconfig -all” to view the MAC address of computer. The remote
computer should support wake on LAN in BIOS setting. If the remote computer can’t
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be woken up on LAN, even user add the MAC address of remote computer in the list,
the software wake on LAN function is invalid to the remote computer.

If remote computer also wants to shut down safely by software, the software
should be installed on the remote computer. Once AC fails, software will shut down
computer safely, please refer to section 3.5.2.

3.9 Preference
3.9.1 Temperature unit
User can select temperature unit according to personal habit, click “Temp” item of
“Preference” menu to select: Centigrade (C) or Fahrenheit (F).

3.9.2 Date format
User can select date format, click “DateFormat” item of “Preference” menu to select:
year/month/day, month/day/year or day/month/year.

3.9.3 Bottom Image
User can set different by clicking “BottomIimage” item of “Preference” menu.

3.9.4 Advance Settings
User can set the attribute of software interface and the attribute of bottom image by
clicking “Advance Settings” item of “Preference” menu.

3.10 Language
Software supports three kinds of languages: “Chinese(Traditional)”,
“Chinese(Simplified)”, “English”, user can change language via “Language” menu.

3.11 Start Wizard

Software supports “Start Wizard” setting, user can open wizard dialog by clicking
submenu “Start Wizard” of “System”, Wizard includes searching local UPS, shutdown setting,
SNMP UPS searching, Email setting, SMS setting and QR code display. These functions
user also can be operated one by one from menu, please refer to section 3.2, 3.4.2, 3.4.3,
3.5,3.6.2,3.7.3.

Wizard dialog can be opened automatically at first time after installation. User should
change software password at first for security, or else the next step of the wizard won'’t be
shown. The password maodification is shown only one time in wizard at the first installation.
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3.12 Help

3.12.1 Online help

Click “Contents” item of “Help” menu to open the description about software, user
can refer to the detail information of software.
3.12.2 Version

Click “About” item of “Help” menu to refer to the software version and released date.
When user has something wrong with the communication between software and UPS,
user can tell customer service engineer about software version and released date.

3.13 Modbus TCP monitoring

Software supports up to 4 Modbus TCP devices, user can add or delete Modbus TCP
device by clicking “Add/Delete Modbus TCP” of “System”.

Please make sure Modbus TCP is enabled on device setting first when user wants
to use Modbus TCP monitoring function.
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Add or Delete Modbus TCP Devices -
Maodbus TCP Devices
172.18.139.51 Device's IP address
1721813858
Add
Remove
Mote: Up to 4 madbus top devices can be added.
Ok Cancel

After adding the devices, there is an additional “Modbus” node under the tree.
Expanding the “Modbus” node, all the Modbus TCP devices will be listed

|2 WinPower Manager -- CMSHNWHPB080EE3 -- - = x
Systern Logs Device Tools Menitor SNMP Preference Language Help

Ok Y5)::1C)
Root Normal 11:04
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;=Y Modbus

- 1721813950
-~ 8 CNSHNWHPE11671
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& VMction
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Device can be set or controlled through Modbus TCP, such as “UPS on-off, Battery self-
test, and parameters configuration”
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In addition, Operation System can also be protected to be shut down gracefully by
Modbus TCP. Please check section “3.5.1” for the detailed shutdown setting.

Shutdown Settings x

Local Sefting  Remote Setting

Shutdown Options

E.a'lodbus J ~ | ION-LINE_CP-10R2A16008 P
[ Allow battery to discharge for 10 min
Begin Shutdown Immediately when Battery is Low
[] Begin Shutdown when UPS Battery isat | 40 % Capacity or lower
[ shut down when remaining battery time is below 2 min
Systemn (® Shut down (") Hibernate [ Multi-UPS input
Shut down UPS

Time needed for system shutdown 2 : min
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Chapter 4 Frequent questions

4.1 How to do if software port is in use by other software

Sometimes the software manager interface stops at 9% fail to be started, that means the
RMI port TCP 2099 is in use by other software, so software manager can’t be started
normally. If software manager fails to be started because of port in use by other software,
software will try to use new port to start when port is in use by other software, and write the
new port in portConfig.rmi file. At the same time software will inform user that old port is in
use by other software, please exit software and restart. User should click “OK” button and
wait the software icon disappear, then restart software, software will read new port from
portConfig.rmi and start normally. Another way, user also can modify port by editing
portConfig.rmi file located in c:\Program File\software install file.

A These ports software uses are TCP port 2099, UDP port 2198, 2199, 2200,1824,
161 and 162. Http port 8888.TCP port 2099 can be modified manually. Other UDP port
can’t be modified. Port 2198, 2199, 2200 is used for remote management, if these ports
are invalidation or in use by other software, the remote management function will be
invalidation. Port 1824 , 161and 162 is for SNMP management function. Http port 8888
is for webserver function and APP function.
A Open the ports on the Linux/Unix, open the port UDP 2199 for example
iptables -1 INPUT -p udp --dport 2199 -] ACCEPT
iptables -1 OUTPUT -p udp --dport 2199 -j ACCEPT
/etc/rc.d/init.d/iptables save

User can enter the command “netstat —anp|grep 2199” to check if the 2199 is
used by the software.
Please refer to below image, the 2199/2099 is used by java which is our

software process.
[root@pc3s MonltorSoftware]# netstat -anp|grep 2199

udp ] 0 :::2199
4452 /java
[root@pc3s HomtorS::-ftwarE]# netstat -anp|grep 2699
tep ] B ::ffff:127.6.0.1:2099 H-H LIST
EN 4452/java

[root@pc35 MonitorSoftware]# |

A Open the ports on the Windows, open the UDP port 2199 for example
netsh.exe firewall add portopening udp 2199 WinpowerPort

User can enter the command “netstat —aon|findstr 2199” to get the process ID
and “tasklist|findstr PID” to get the process name.

Please refer to below image, the 2199/2099 is used by javaw.exe which is our
software process.
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sslsersnEZ201184? >netstat —aonifindstr “2099"

TCP 127.8.8.1:28992 A.A.A.B:8 LISTENING 293808
TCP 127.8.8.1:20899 127.8.8.1:61737 ESTABLISHED 27388
TGP 127.8.8.1:61737 127.8.8.1:20%99 ESTABLISHED 31m828

C: lUzer=z~E201104% >tasklistifindste "29388"
javauw.exe 293880 Services 38,304 K

C:“Users E2011049 >netstat —aonifindsty» 2199
UDe A.A.8.8:2199 *2
unp [=:=1:2199 1

C:~lUsers~E2011049 >tasklist if indst» "2938@"
Jjavaw.exe 29380 Services 40,824 K

4.2 Configure the computer powered by Multi-UPS shut down safely

For local computer: If there are more than one UPS supplying power to the local
computer with software as below 4.2.1, you want to safely shut down or suspend the local
computer before all UPS can’t supply power to the local computer. You should select the
“Multi-UPS input” option in the “shutdown settings” dialog of each UPS and set condition,
refer to the following figure 4.2.2. The local computer won’t be shut down or in suspend
mode until all the condition of all UPS is met.

UPS

©

RS232 / USB—

O— yps

AC

Wt

RS232 / USB——

Server powered from two redundant
power supply

Figure 4.2.1
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[ Shutdown Settings ﬁ1

Shutdown Options

USB - || LINE-INT -
Allow battery to discharge for 10 min
Begin Shutdown Immediately when Battery is Low

Begin Shutdown when UPS Battery is at 40 - | %% Capacity or lower

Shut down when remaining battery time is below 2 :min
(@ Shut down (7) Hibernate

Shut down UPS

Time needed for system shutdown 2 2 min
Powered by

[] Accept Remote Shutdown signal from other Agent Add

I 0 f_ min shutdown system Remove |

[] Run Command File before Shutdown ro:

m

o

]

m
[

Shutdown File Max Execution Time 1 * min
Run Mode @) Service () Mon-5ervice
Shutdown Remote Agents
1 Shutdown Conditions Agent is shutdown
Shutdown Alarm Parameters |
Shutdown Alarm Interval 1 :min
i Scheduled Shutdown Countdown warning 10 :min
- A
Figure 4.2.2

For remote computer without communication with UPS: If there are more than one UPS
supplying power to the remote computer with software, you want to safely shut down or
suspend the remote computer before all UPS can’t supply power to the remote computer.
You should configure the software installed on the remote computer to be shut down by
another computer, refer to the following figure 4.2.3, and in the “shutdown settings” dialog of
another computer with software communicating with the two UPS to shut down the remote
computer, the shutdown condition of each UPS should be set separately, refer to the
following figure 4.2.4 and 4.2.5. The remote computer won’t be shut down or in suspend
mode until all the condition of all UPS is met.
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(Shutdown Setth

e ————

Shutdown Options

—

| -] -

[] Allow battery to discharge for :min
N

[] Begin Shutdown Immediately when Battery is Low

[ Begin Shutdown when UPS Battery is at %% Capadity or lower

[ ] shut down when remaining battery time is below :min
System (@ Shut down () Hibernate Multi-UPS input

Shut down UPS

Time needed for system shutdown - :min

Powered by

..- Arcept Remote Shutdown signal from other Agent 172.18.177.10

El :min shutdown system

_

Run Command File before Shutdown [ Browse. . ||
Shutdown File Max Execution Time :min
Run Mode (@) Service () Mon-Service

Shutdown Remote Agents

Shutdown Conditions Agent is shutdown |

Shutdown Alarm Parameters

Shutdown Alarm Interval :rnin

Scheduled Shutdown Countdown warning IEI :rnin

x|

Figure 4.2.3
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Shutdown Eemote Agents

I-Shutdown Condition
o ——

Agent will be shutdown

[ COhi

% Shutdown

 On Battery

Or-LINE

LIME-INT

10

min

172181213 |

Remuove |

System won' t be shut down until a1l the condi
tions of all selected UFS are met.

88 l Cancel

Figure 4.2.4
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r Rl
Shutdown Settings @

Shutdown Options
(B8 i v |[LneanT -
[] Allow battery to discharge for 0 | * min
Begin Shutdown Immediately when Battery is Low
[7] Begin Shutdown when UPS Battery is at <0 e |%C apadity or lower
Shut down when remaining battery time is below 2 : min
System @) Shut down Hibernate [] Multi-UPS input
: [¥] Shut down UPS
Time needed for system shutdown 2 ' 2 min
Powered by v »
f [7] Accept Remote Shutdown signal from other Agent Add
0 : min shutdown system Remove 1
["] Run Command File before Shutdown Browse.. l
Shutdown File Max Execution Time 1 : min
Run Mode @ Service (7) Non-Service
“Shutdown Remote Agents ‘
Shutdown Conditions Agent is shutdown I
ON-LINE in COM1 be shutdown, LINE-INT in USB he shutdown |1 72181213
ON-LINE in COM1 be shutdown, LINE-INT in USB On Battery 10 min |1 72.18.14.15 Modify

]
Suklow lambammelers; '
Shutdown Alarm Interval 1 2 min
Scheduled Shutdown Countdown warning 10 :min
| oK
& 4
Figure 4.2.5

4.3 The communication between UPS and software on Debian Etch Stable

Core 2.6 18-5-486

Question:

UPS can’t communicate with software on Debian Etch Stable Core 2.6 18-5-486

Method to fix it:

Here are the procedures to solve this question:

First: Login in Debian as root, the permission of general user is limited to install software.
Debian refuse to login as root, some special settings is needed.

Please note:
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“ o« “ o«

a. In the login interface, there are three icons: “Language”, “Session*,
“Action”

b. Choose the last icon of “configure the login manager” in the dialog pop-up

c. Choose the icon of “security” in the dialog pop-up

d. Choose “allow local system administrator login”

Second: Input the user name of root and the password, and then install monitoring
software manually. Use the command “./agent start” to start software service, and then use
the command “./monitor” to start the monitor interface.

Finally: Copy the document of sSQ9UPS from Linux (attached CD) to /etc/rcS.d,

The file S99UPS is used to start software service automatically. When the computer
reboots, software service will be started automatically, user only need to start the monitor
interface by the command “./monitor”.

Please note:

a. If the third step is executed, no matter what the user login in as root or a general user,
the communication with UPS will be successful.

b. If the third step have not been executed, you should login as root, and use the
command “./agent start” to start software service. If login in as a general user, the
communication with UPS will be failed

Action“, choose

4.4 The communication between UPS and software on RedHat Core 2.6 9
Question:
UPS can’t communicate with software on RedHat Core 2.6 9
Method to fix it:
Add the word of “none /proc/bus/usb usbdevfs defaults 0 0” to the document “/etc/fstab”,
software will find the UPS when choose the item of “Auto Search Device”.

4.5 Mac 10.5 with terminal interface opened can be shut down normally
Question:
Mac 10.5 OS with the terminal interface opened can’t be shut down normally by
software. The information is shown as the following figure.

e

O Terminal — JavaApplications — 80x24

Winpower Message: LINE Tal | will be shutdown i
Do you want to close this window?

n 00:59 min!
Closing this window will terminate the running
processes: login, bash, JavaApplications.
Broadcast Message fron ( Cancel ) ( Close )
(no tty)] at 1€

Winpower Message: LINE-INT in USB input power failed, System will be shutdown i
n 00:00 min!

Logout has timed out because the
Broadcast Message from ¢ o application Terminal failed to quit. To try
A again, quit Terminal and choose Log Out
(no tty) at 16:: from the Apple menu.

. You can use the Force Quit menu item in the Apple
Winpowsr Message: HOST 1 menu (or press Command +Option+Esc) to quit an
unresponsive application.

( 0K
Broadcast Message from i
[no tty) at 16:1% C5T. ..

Winpower Message: Shutdown: Notifying workstations to shut down, waiting for 00
110 seconds.

]

L\\"(

Method to fix it:
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Change the setting of the terminal: Click “Terminal” shown on the left corner of Mac 10.5
OS, and select “Preferences...”, there will be a dialog shown as below. Please select “Never”
of “Prompt before closing” in the “Shell” interface.
oNoXe Settings

Startup ow Groups Encodings
[ Text Window lShe{I I Keybhoard Advanced |
—
Startup
T ["] Run command:
ko

£% | Basic
| ¥ Run inside shell

|i| Grass When the shell exits:

[ Don't close the window =

Homebrew
|-| Prompt before closing:

() Always

T
|5 = =.| MNowvel

() Only if there are processes other than:

. 0 b fogi 0

telnet
- — ssh

E | Pro .H -
+
@

+ - | % - Default

4.6 How to use software on Windows server 2008 core
Windows Server 2008 Core OS prepared

Before installing software, please ensure the configuration of Windows Server 2008
Core is correct, including network settings, port settings.

Note: if you want to set the software by another agent, please shut down the firewall first.
If you want to use the remote desktop function of Windows Server 2008 Core, you should
enable the remote desktop function.

The following command may be useful for you to reference.

» Command for shutting down the firewall

Command: netsh firewall set opmode disable

» Enable the remote desktop function

1. Enter command “regedit’, open the REGEDIT UI.

2. Edit
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal
Servern\fDenyTSConnections = 0

3. Open the Port for remote desktop function
Enter command: Netsh firewall set portopening tcp 3389

Software installation
» Copy the installation file “setup.exe” to Windows Server 2008 Core.
»  Enter the path where the installation file exists.
» Start to install.
You can install UPS monitoring software in Silent installation method or Interface
installation method.



Y1/inpowet

Silent installation method: Enter command: “setup —i silent” or “setup.exe —i
silent”, then the installation can be started, waiting for a moment to finish the
installation.
Interface installation method: Enter command: “setup” or “setup.exe”, then the
installation can be started, please follow “next’ button of interface to finish the
installation.

» Check if the installation is successful:

1. Enter the installation path, the default path is c:\Program file (X86)\
MonitorSoftware, Find file “UPSEVENT.CSV”, Enter command: “type
UPSEVENT.CSV”, the log of agent action will be shown. See the below
screenshot, that means the agent is running.

C=~Program Files {(x86>“MonitorSoftware>type UPSEUENT.CSU
15 B1-28-26818 @4:28:81 [ in Agent Startll..-1.1

C:=“Frogram Files (xB6>“\MonitorSoftwarel>

2. Enter the installation path, start the interface of UPS monitoring software
with the command “manager”. Software interface will be shown as
following picture.

r|§| Winpower Manager 4.6.0.0 -- IACNWHP7506543 (Read only) . - ) i . =NACE X

Converter Mode 16:23
Model: 1K Com Port COM4 - Serial # 1234567891 234586758901

|
santak-9d459a
antaks-Mac-Pri

LIACNWHP750
LIACNWHP750 [ [ IOn i
pein13 |22U-2V m2|0n

WIN-1UDP 15R:9 50oHz f
11 test-tests-powe _ : _
1§ pc27 I222-UV muu IO ENITIIYEY] |nverter QUGEELENRRIRIIRIINITY | OAD

pcia3 |50.1HZ =

# santak-64mrwt E
+} :
Charger ""w
Battery voltage ISS.DV
|45-U°C Time remaining |3h25m453 IEU% |
LIPS Temp. Load

2015/0312 13:55:28 Converter Mode

3. Check the status of the processes of UPS monitoring software.
Enter command “tasklist” to open the task manager. See below screenshot,
if these processes are all running, that means the UPS monitoring
software is running normally.
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Bervices
EMSS .EXEe Services
CESPSs . exe Services
CEPES _EXE RDP-Tcphdd
wininit.exe Services
winlogon.exe RODP-Tcpit@
services.exe Services
lzass .exe Services
l=m.exe Services
suchost.exe Services
suchost.exe Services
suchost.exe Bervices
svchost.exe Services
suchost._exe Services
suchost.exe Services
suchost.exe Services
suchost.exe Bervices
suchost.exe 1148 Services
svchost.exe 1212 Services
suchost._exe 1336 Services
tazkhost_.exe 1828 RDP-TcpiBd
1864 RDP-TcpiB
1872 RDP-TcpiB
1468 Services
436 Conszole
1628 Console
584 Console
1716 RDP-TcpitB
1548 Services
javaw.exe 2828 Services
Javaw.exe 1788 Services
nanager.exe 1548 RDP-TcpiB
davaw.exe 1384 RDP-Tcph@
tasklist._exe 1988 RDP-Tcpha
UmiPruSE._exe 1188 Services

QRO WOOEHEEFDANESAIRANRAERAF ARG E
B e e e S e e e S e

C:\Program Files {x86>\MonitorSoftware?

Uninstall software

1. Close the interface of the UPS monitoring software and enter the
installation path, the default path is c:\Program file (X86)\ MonitorSoftware,
enter command: “wpExit” to stop software, waiting for a moment.

2. Enter the installation path, the default path is c:\\Program file (X86)\
MonitorSoftware, find the file “UninstallerData”.

You can uninstall software in Silent installation method or with Interface

uninstall method.

Silent uninstall method: Enter the file “UninstallerData” and then enter

command: “Uninstall —i silent” or “Uninstall.exe —i silent” to uninstall the

software, then uninstall can be starting, waiting for a moment to finish uninstall.

With interface uninstall method: Enter the file “UninstallerData” and then

enter command: “Uninstall” or “Uninstall.exe” to uninstall the software with

interface, please follow “next” button of interface to finish uninstall.

4.7 How to use software on VMware ESX 3.5/4.0/4.1

This section describes the installation and configuration of the Software on a VMware
ESX Server. Software allows you to connect VMware ESX 3.5/4.0/4.1 with a UPS through
the RS232 or USB port.

Please note: When you want to connect VMware ESX 4.0/4.1 with a UPS through USB
port, you should execute the command to activate the usb.o on your System to make the
USB communication normal, and then restart the VMware ESX 4.0/4.1 server. The
command: esxcfg-module -s "libusb_support=1" usb.o

If you don’t want to input the command above, you can start the agent of software after
first installation. And then restart the VMware ESX 4.0/4.1 server, the USB communication
will be normal.
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The software will be monitored and configured by a remote Agent on either a Microsoft
Windows or Linux platform.

The software notifies the VMware server of power events or UPS alerts with pop up
broadcast information on the console. It also safely shuts down the VMware ESX server and
the guest operating system.

Before the VMware ESX system shuts down, use the shutdown.sh script to shut down
the guest operating system.

All operations are tested on VMware server with two guest operating systems (Windows
2003 and Windows XP), when the certain conditions exist, such as:

€ UPS Battery is low
€ Battery backup time is reached
Tested operations include:
€ Safely shuts down the VMware server
€ Safely shuts down the guest operating system
€ Software notifies the VMware server of power events or the UPS alerts

Installation

This section provides information about installing and configuring Software on a VMware
server and installing VMware Tools on a guest operating system.

Prerequisites

€ VMware ESX Server with 125 MB free space for the software.
€ VMware Infrastructure client must be installed on different machine.

Software Installation

To install the software:

1. Download the software from the Web site or from the CD provided with the UPS.

2. Enter the command to install software:

A For the CD installation, enter the command:

mount /dev/cdrom /mnt

cd /mnt/Linux

/setup_console.bin

A For the download installation, enter the command:

tar —zxvf Winpower_setup_Linux.tar.gz

cd /mnt/Linux

/setup_console.bin

3 Start the Agent. From the installation path, enter the command:

Jagent start

Installing VMware Tools on a Microsoft Windows Guest
To install the VMware Tools for a Microsoft Windows guest:
1. On the VM Templates page, move the pointer over the virtual machine template name
and select View Console from the menu.
2. Insert and start the Microsoft Windows operating system installation CD.
3. Log in to the guest operating system inside the virtual machine console, and then
click Install VMware Tools.
4. From within the guest operating system, click OK to confirm that you want to install
VMware Tools and launch the Install Shield wizard.
A If auto-run is enabled in the guest operating system (the default setting for
Microsoft Windows operating systems), a window opens.
A If auto-run is not enabled, run the VMware Tools installer. Click Start > Run and
enter D:\setup.exe, where D: is the first virtual CD-ROM drive.
5. Follow the on-screen instructions.
A On Microsoft Windows Server 2003, the SVGA driver is installed automatically, and
the guest operating system uses it after it reboots.
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A After you install VMware Tools, Microsoft Windows 2000 and Microsoft Windows
XP guest operating systems must be rebooted to use the new driver.

Installing VMware Tools on a Linux Guest
The VMware Tools installation package is on the VMware server installation CD on the
path \VMware\RPMS.
To install the VMware Tools for a Linux guest:
1. On the VM Templates page, move the pointer over the virtual machine template name
and select View Console from the menu.
2. Insert and start the VMware server installation CD.
3. Log in to the guest operating system inside the virtual machine console, and then
click Install VMware Tools.
4. Mount the CD with the command:
mount /dev/cdrom /mnt
5. Install the package with the command:
cd /mnt/VMware/RPMS
rpm —Uvh VMware-esx-tools-***.i386.rpm
NOTE: The package name is likely to be different.
6. Configure the VMware Tools with the command:
Vmware-config-tools.pl
7. Enter number: 1
8. Start the VMware Tools with the command:
Vmware-toolbox &

VMware Tools on the summary row displays OK, if the tools are available (refer to the
following figure):

(%) 172. 18. 127. 160 — VEware Infrastructure Client

File Edit View Inventory Administration Plugins Help

&l P
Inventory  Administration

a4 » 0 p B [ Comect RBIWEHR 1 () Comect M WHR 1 & T [

)

= [ localhost.localdomain

win2003shs
(s rednats i -
| Getting Started [SMIYPSA Ferformance ' Events | Console
General Resources
N Guest OS: Microsoft Windows Server 2003 » ... CPU usage: 12 MHz
. . CPU: 1 vCPU Host memory usage: 208.00 MB
OK 1 ndi cates that Memary: 256 MB Guest memory usage: 13.00MB
ory Overhead:  81.69 MB
WMware Tools are ‘damyOver Datastore Capacity Free
e —_—  —
VMware Tools: o8 a storagel 140.50 GB 123.70GB
1P Addresses: 172.18.127.194
Network
DNS Mame: santak-35qvw7r8.
@ vMNetwork
State: Powered On
Host: localhost.localdomain
Active Tasks:
Commands
Power off
10 Suspend
@ Reset
S Edit Settinas
Recent Tasks
Mame Target Status Initiated by o Time | Start Time
¥ BahEi @ redhats @ Completed root 2008-12-26 1:29:16  2008-12-26 1:29:16
< >
&3 Tasks

root

Configuration
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This section explains configuration for the Software and for the VMware server.

Software Configuration

The VMware server works in console mode and can’t be used for configuration. Use a
remote agent with the same software version to configure the VMware server.

1. Start the manager interface on the remote software Agent in the Microsoft Windows
operating system.

2. If the two Agents are in the same LAN, the VMware server client will be added to the
topology automatically. Otherwise, add the Agent manually (select Monitor Remote Device
from the Monitor menu). The software will auto search the UPS when the Agent starts for the
first time after installation.

If the search fails:

A Select the VMware Server Agent from the tree view.

A Acting as the Administrator, select “Auto Search Device” from “System” menu. The
UPS connected with VMware server appears in the LAN tree view.

3. Select Shutdown Settings from the Device menu. Set the battery backup time, and
select the Begin Shutdown Immediately if Battery Low check box and the Run Command File
before Shutdown check box (refer to the following figure).
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r hl
Shutdown Settings ﬂ

Shutdown Options

USB » || LINE-INT -]

Allow battery to discharge for 10

Begin Shutdown Immediately when Battery is Low

in Shutdown when UPS Battery is ati |40 w | %% Capacity or lower

Shut down when remaining battery time is below 2 ~ min
System @ Shutdown () Hibernate [ Multi-UPS input: |
| Shut down UPS
Time needed for system shutdown 2 :_rnin
Powered by
[] Accept Remote Shutdown signal from other Agent Add
0 :_ min shutdown system Remove |
I Run Command File before Shutdown I Browse.. |
Shutdawn File Max Execution Time 1 :_ min
Fun Mode @) Service () Mon-Service
Shutdown Remote Agents
I Shutdown Conditions Agent is shutdown
I ]
Shutdown Alarm Parameters
Shutdown Alarm Interval 1 Z min
I Scheduled Shutdown Countdown warning 10 :'_ min

VMware Server Configuration

All hardware elements must have an operational network configuration that allows them
to communicate freely with each other. Software uses TCP and UDP for communication with
UPS.

1. Confirm that the following UDP ports are opened on the ESX server Firewall:
2198, 2199, 2200

2. Confirm that the we following TCP ports are opened on the ESX server Firewall: 2099

For Example:

esxcfg-firewall -0 2198,udp,in,UPSMS

esxcfg-firewall -0 2099,tcp,in,UPSMS

3. If you want to disable the firewall permanently, enter the command: chkconfig iptables
off
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4. To disable the firewall temporarily, enter the command: service iptables stop

4.8 How to use software on VMware ESXi OS
Please refer to the document: UserManual_for_VMwareESXi.pdf
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Chapter 5 Software Secure Usage statement
Login password is encrypt using AES during transmission over the network to ensure
remote network security access.
Use HTTPS instead of HTTP access web and APP function, Use Web Socket over SSL
for pushing message to APP to ensure network security access
Re-authenticate the user before modifying the password to ensure security access
Set the login timeout for 1 hour, if the application is not active, when user wants to
operate software via manager/web/app, there will be message prompted that software
should need to re-login after 1 hour login timeout .
Encrypt JAVA RMI with SSL to ensure software running safely
User can get the inventory from the device including Location, IP address, Model, device
status, Link, serial number.(refer to section 3.2 to get more information)
Software can only support three physical access ports with UPS: USB(maximize number
32) , RS232/USBtoRS232(maximize number 4) and SNMP card.
Do not connect unauthorized USB device or SD card for any operation.
Software support Administrator account (the default password is null) and ordinary
account.
Administrator account can set all the parameters, set the UPS on/off schedule, control
the UPS, export/delete the log and so on. ordinary account has the read-only privilege.
The SNMP Public community is “public” as default
Software use TCP port 2099 for local agent. it use UDP port 2198, 2199, 2200 for host-
to-host remote communication.it use UDP 1824, 161 and 162 for SNMP function. It use
8888 for web-server. (refer to section 4.1 to get more information for how to open/check
the port on the Windows/Linux/Unix)
Software service is UPSmonitor in the Services list
Software will log the device data and events: All the data is saved in “UPSDATA.CSV”
under the software installation path, All the events are saved in “UPSEVENT.CSV” and
“SNMPEVENT.CSV” under the software installation path. (refer to section 3.3.7 for more
information about how to set/check/export the data and events)
Software can’t support update the software on-line. All the parameters are saved in
“UPSPILOT.CFG” under the installation path. User can copy this document to take back
up of the configurations or User can choose “Yes” when the installation guide ask “Would
you like to keep the old configuration settings?”.
Refer to section 2.4 for more information about uninstalling the software
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Appendix A - The detail information about glossary
1. Agent --- A service program running on the background.
2. UPS battery low --- When AC fails, UPS works on battery, when the battery level is under
than some value, UPS will give battery low warning.
3. UPS battery backup time --- When AC fails, how much time UPS can work on battery.
Battery backup time exhausted means that the time UPS works on battery is longer than the
time set in the “UPS shutdown parameter”.
4. UPS overload --- the load is above 110 %.
5. UPS works on bypass --- UPS can’t work on inverter because of hardware fault or other
reasons, at that time, UPS will work on bypass, when AC fails, there will no output
immediately.
6. UPS battery self-test --- UPS mode changes from normal mode to battery mode for some
time, and then return to normal mode. The purpose of battery self-test is to check the battery
OK or not.
7. UPS battery self-test fail --- UPS can’t work on battery mode normally, user should check
battery connect or not, or battery will need to be changed.
8. Shutdown File Max Execution Time --- The time for agent starts to execute file before
beginning to save applications and shutting down OS.
9. The time for shutdown OS --- The UPS output will be shut down when the time
exhausted
10. Accept other agent shutdown signal --- When the UPS communicating with remote agent
is abnormal, the remote agent will send shutdown signal to the agent.
11. The warning start time for shutdown schedule --- The start time software will give
warning information to user, if user has set shutdown schedule
12. The warning interval for shutdown --- The interval of warning after software starts to give
shutdown warning
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Appendix B - Event List

NO. | Event Type descriptions

1 UPS battery low Severity One condition configured to shut down
system and UPS or not

2 UPS battery back-up | Severity User can configure battery back-up time in

time exhausted “Shutdown Parameter” dialog

3 UPS fail Severity -

4 UPS overload Severity The load is over 110%

5 Communication with | Warning Communication line is unconnected or

UPS lost communication port is fail

6 AC fall Warning -

7 Bypass output Warning UPS will work on bypass because of
overload or hardware fail. When UPS work
on bypass, it can’t protect key device if AC
fails.

8 Bypass no output Warning -

9 Self-test fail Warning -

10 Input phase error Warning Only three phase UPS support

11 Battery is no Warning Only three phase UPS support

connection

12 Overload Warning Only three phase UPS support

unbalanced

13 Overload too high Warning The output load is between 100% and 110%

14 Internal warning Warning Only three phase UPS support

15 | Maintenance board | Warning -

open
16 | AC restore Information | -
17 Communication with | Information | -
UPS restore

18 | Agent start Information | -

19 | Agent stop Information | -

20 System is shut down | Information | -

21 System is shut down | Information | Configure the remote Agent shut down by

by other agent local Agent in “Shutdown Parameter” dialog

22 | The time for specific | Information | Shutdown warning will be shown on dialog

day shutting down every shutdown interval time
UPS is out
23 | The time for weekly | Information | Shutdown warning will be shown on dialog
shutting down UPS every shutdown interval time
is out

24 | Self-test begin Information | Battery self-test begin immediately

25 | Self-test cancel Information | -

26 Self-test end Information | -

27 Specific day Self- Information | -

test begin

28 Specific day Self- Information | -

test cancel

29 | Specific day Self- Information | -

test end

30 | Monthly Self-test Information | -
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begin

31 Monthly Self-test Information | -
cancel

32 Monthly Self-test Information | -

end




